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(ii) Not used to recontact the child or
for any other purpose;

(iii) Not disclosed on the website or
online service; and

(5) Where the operator collects a
child’s name and online contact infor-
mation and such information is not
used for any other purpose, to the ex-
tent reasonably necessary:

(i) To protect the security or integ-
rity of its website or online service;

(ii) To take precautions against li-
ability;

(iii) To respond to judicial process; or

(iv) To the extent permitted under
other provisions of law, to provide in-
formation to law enforcement agencies
or for an investigation on a matter re-
lated to public safety.

[64 FR 59911, Nov. 3, 1999, as amended at 67
FR 18821, Apr. 17, 2002]

§312.6 Right of parent to review per-
sonal information provided by a
child.

(a) Upon request of a parent whose
child has provided personal informa-
tion to a website or online service, the
operator of that website or online serv-
ice is required to provide to that par-
ent the following:

(1) A description of the specific types
or categories of personal information
collected from children by the oper-
ator, such as name, address, telephone
number, e-mail address, hobbies, and
extracurricular activities;

(2) The opportunity at any time to
refuse to permit the operator’s further
use or future online collection of per-
sonal information from that child, and
to direct the operator to delete the
child’s personal information; and

(3) Notwithstanding any other provi-
sion of law, a means of reviewing any
personal information collected from
the child. The means employed by the
operator to carry out this provision
must:

(i) Ensure that the requestor is a par-
ent of that child, taking into account
available technology; and

(i1) Not be unduly burdensome to the
parent.

(b) Neither an operator nor the oper-
ator’s agent shall be held liable under
any Federal or State law for any dis-
closure made in good faith and fol-
lowing reasonable procedures in re-
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sponding to a request for disclosure of
personal information under this sec-
tion.

(c) Subject to the limitations set
forth in §312.7, an operator may termi-
nate any service provided to a child
whose parent has refused, under para-
graph (a)(2) of this section, to permit
the operator’s further use or collection
of personal information from his or her
child or has directed the operator to
delete the child’s personal information.

§312.7 Prohibition against condi-
tioning a child’s participation on
collection of personal information.

An operator is prohibited from condi-

tioning a child’s participation in a
game, the offering of a prize, or an-
other activity on the child’s disclosing
more personal information than is rea-
sonably necessary to participate in
such activity.

§312.8 Confidentiality, security, and
integrity of personal information
collected from children.

The operator must establish and
maintain reasonable procedures to pro-
tect the confidentiality, security, and
integrity of personal information col-
lected from children.

§312.9 Enforcement.

Subject to sections 6503 and 6505 of
the Children’s Online Privacy Protec-
tion Act of 1998, a violation of a regula-
tion prescribed under section 6502 (a) of
this Act shall be treated as a violation
of a rule defining an unfair or decep-
tive act or practice prescribed under
section 18(a)(1)(B) of the Federal Trade
Commission Act (15 U.S.C. 57a(a)(1)(B)).

§312.10 Safe harbors.

(a) In general. An operator will be
deemed to be in compliance with the
requirements of this part if that oper-
ator complies with self-regulatory
guidelines, issued by representatives of
the marketing or online industries, or
by other persons, that, after notice and
comment, are approved by the Com-
mission.

(b) Criteria for approval of self-regu-
latory guidelines. To be approved by the
Commission, guidelines must include
the following:
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(1) A requirement that operators sub-
ject to the guidelines (‘‘subject opera-
tors’’) implement substantially similar
requirements that provide the same or
greater protections for children as
those contained in §§312.2 through
312.9;

(2) An effective, mandatory mecha-
nism for the independent assessment of
subject operators’ compliance with the
guidelines. This performance standard
may be satisfied by:

(i) Periodic reviews of subject opera-
tors’ information practices conducted
on a random basis either by the indus-
try group promulgating the guidelines
or by an independent entity;

(ii) Periodic reviews of all subject op-
erators’ information practices, con-
ducted either by the industry group
promulgating the guidelines or by an
independent entity;

(iii) Seeding of subject operators’
databases, if accompanied by either
paragraphs (b)(2)(i) or (b)(2)(ii) of this
section; or

(iv) Any other equally effective inde-
pendent assessment mechanism; and

(3) Effective incentives for subject
operators’ compliance with the guide-
lines. This performance standard may
be satisfied by:

(i) Mandatory, public reporting of
disciplinary action taken against sub-
ject operators by the industry group
promulgating the guidelines;

(ii) Consumer redress;

(iii) Voluntary payments to the
United States Treasury in connection
with an industry-directed program for
violators of the guidelines;

(iv) Referral to the Commission of
operators who engage in a pattern or
practice of violating the guidelines; or

(v) Any other equally effective incen-
tive.

(4) The assessment mechanism re-
quired under paragraph (b)(2) of this
section can be provided by an inde-
pendent enforcement program, such as
a seal program. In considering whether
to initiate an investigation or to bring
an enforcement action for violations of
this part, and in considering appro-
priate remedies for such violations, the
Commission will take into account
whether an operator has been subject
to self-regulatory guidelines approved
under this section and whether the op-
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erator has taken remedial action pur-
suant to such guidelines, including but
not limited to actions set forth in para-
graphs (b)(3)(i) through (iii) of this sec-
tion.

(c) Request for Commission approval of
self-regulatory guidelines.

(1) To obtain Commission approval of
self-regulatory guidelines, industry
groups or other persons must file a re-
quest for such approval. A request shall
be accompanied by the following:

(i) A copy of the full text of the
guidelines for which approval is sought
and any accompanying commentary;

(ii) A comparison of each provision of
§§312.3 through 312.8 with the cor-
responding provisions of the guidelines;
and

(iii) A statement explaining:

(A) How the guidelines, including the
applicable assessment mechanism,
meet the requirements of this part; and

(B) How the assessment mechanism
and compliance incentives required
under paragraphs (b)(2) and (3) of this
section provide effective enforcement
of the requirements of this part.

(2) The Commission shall act upon a
request under this section within 180
days of the filing of such request and
shall set forth its conclusions in writ-
ing.

(3) Industry groups or other persons
whose guidelines have been approved
by the Commission must submit pro-
posed changes in those guidelines for
review and approval by the Commis-
sion in the manner required for initial
approval of guidelines under paragraph
(c)(1). The statement required under
paragraph (c)(1)(iii) must describe how
the proposed changes affect existing
provisions of the guidelines.

(d) Records. Industry groups or other
persons who seek safe harbor treat-
ment by compliance with guidelines
that have been approved under this
part shall maintain for a period not
less than three years and upon request
make available to the Commission for
inspection and copying:

(1) Consumer complaints alleging
violations of the guidelines by subject
operators;

(2) Records of disciplinary actions
taken against subject operators; and

(3) Results of the independent assess-
ments of subject operators’ compliance
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required under paragraph (b)(2) of this
section.

(e) Revocation of approval. The Com-
mission reserves the right to revoke
any approval granted under this sec-
tion if at any time it determines that
the approved self-regulatory guidelines
and their implementation do not, in
fact, meet the requirements of this
part.

§312.11 Rulemaking review.

No later than April 21, 2005, the Com-
mission shall initiate a rulemaking re-
view proceeding to evaluate the imple-
mentation of this part, including the
effect of the implementation of this
part on practices relating to the collec-
tion and disclosure of information re-
lating to children, children’s ability to
obtain access to information of their
choice online, and on the availability
of websites directed to children; and re-
port to Congress on the results of this
review.

§312.12 Severability.

The provisions of this part are sepa-
rate and severable from one another. If
any provision is stayed or determined
to be invalid, it is the Commission’s in-
tention that the remaining provisions
shall continue in effect.

PART 313—PRIVACY OF CON-
SUOMER FINANCIAL INFORMA-
TION

Sec.

313.1 Purpose and scope.
313.2 Rule of construction.
313.3 Definitions.

Subpart A—Privacy and Opt Out Notices

313.4 Initial privacy notice to consumers re-

quired.

313.5 Annual privacy notice to customers
required.

313.6 Information to be included in privacy
notices.

313.7 Form of opt out notice to consumers;
opt out methods.

313.8 Revised privacy notices.

313.9 Delivering privacy and opt out no-
tices.

Subpart B—Limits on Disclosures

313.10 Limitation on disclosure of nonpublic
personal information to nonaffiliated
third parties.
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313.11 Limits on redisclosure and reuse of
information.

313.12 Limits on sharing account number in-
formation for marketing purposes.

Subpart C—Exceptions

313.13 Exception to opt out requirements for
service providers and joint marketing.
313.14 Exceptions to notice and opt out re-
quirements for processing and servicing
transactions.

313.15 Other exceptions to notice and opt
out requirements.

Subpart D—Relation to Other Laws;
Effective Date

313.16 Protection of Fair Credit Reporting
Act.

313.17 Relation to State laws.

313.18 Effective date; transition rule.

APPENDIX A TO PART 313—SAMPLE CLAUSES
AUTHORITY: 15 U.S.C. 6801 et seq.

SOURCE: 65 FR 33677, May 24, 2000, unless
otherwise noted.

§313.1 Purpose and scope.

(a) Purpose. This part governs the
treatment of nonpublic personal infor-
mation about consumers by the finan-
cial institutions listed in paragraph (b)
of this section. This part:

(1) Requires a financial institution in
specified circumstances to provide no-
tice to customers about its privacy
policies and practices;

(2) Describes the conditions under
which a financial institution may dis-
close nonpublic personal information
about consumers to nonaffiliated third
parties; and

(3) Provides a method for consumers
to prevent a financial institution from
disclosing that information to most
nonaffiliated third parties by ‘‘opting
out” of that disclosure, subject to the
exceptions in §§313.13, 313.14, and 313.15.

(b) Scope. This part applies only to
nonpublic personal information about
individuals who obtain financial prod-
ucts or services primarily for personal,
family or household purposes from the
institutions listed below. This part
does not apply to information about
companies or about individuals who ob-
tain financial products or services for
business, commercial, or agricultural
purposes. This part applies to those
“financial institutions” and ‘‘other
persons’ over which the Federal Trade
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